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Abstract

Information Technology (IT) has become a part that has an important role and value both
in terms of investment and intangible potential for organizations in their operational life.
The use of IT in government sector organizations, in order to provide services to the
public, as well as managing government running mechanisms including interactions with
citizens is known as E-Government. The essence of e-Government is to increase
efficiency, transparency, public participation and responsiveness of government
institutions. This research aims to find out the extent of the use of Information
Technology in the Salatiga City Population and Civil Registration Service by analyzing the
2019 COBIT Framework Governance. This research method was carried out by
interviewing and giving questionnaires to informants to obtain data to be managed with
the 2019 COBIT Toolkit. Based on the results This research obtained 10 domains which
have a greater value equal to a score of 50 and recommends 5 domain processes which
become references as an effort to improve the Information Technology Governance of
the Salatiga City Population and Civil Registration Service.

Keywords: Governance, e-Government, Information Technology, COBIT 2019.

1. INTRODUCTION

Information Technology continues to develop and has an impact on organizations
in carrying out their business processes. In the government sector, the utilization
of Information Technology is maximized to increase the efficiency and
effectiveness of every job and service to the public [1]. The Salatiga City
Community and Civil Services (Disdukcapil Salatiga City) is one of the
government agencies in Salatiga City that operates in public services. The use of
IT with the aim of speeding up the flow of work processes, managing data
effectively, and improving public services in government is called E-Government
in the Salatiga City Community and Civil Services [2]. In its operations, the Salatiga
City Disdukcapil has one information system service, namely, SIAK. STAK is used
to assist population administration information services in the government sector
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by aiding employees in services related to population registration, such as creating
Resident Identity Cards, Child Identity Cards, and Family Cards that comply with
standard|3].

It should be noted that the Indonesian population database, part of which is
managed by the Salatiga City Population and Civil Registration Department, is a
database that is centrally regulated by the Ministry of Home Affairs of the Republic
of Indonesia. This poses a challenge for the Salatiga Disdukcapil in maintaining
population data validation. Centralization of data validation is determined centrally
for security and population data regulations. This centralization is one of the gaps
in measuring the quality of public services if one day the population database
cannot operate. Without IT governance, organizations or institutions will face
difficulties in monitoring, assessing, and evaluating implemented I'T decisions [4].
IT governance depends on the comprehensiveness of IT governance applied to
the organization. Therefore, it is important for organizations or agencies to
conduct IT governance audits and identify priorities within the organization [5].
IT governance must be managed with quality, and maturity levels can be identified
[6]. Therefore, in this research, the COBIT 2019 framework published by ISACA
is used to analyze IT processes that are considered important and assess the role
of information technology in the Salatiga City Disdukcapil Office. Based on the
results of the I'T process analysis using the COBIT 2019 framework, this will serve
as a reference for the Salatiga City Disdukcapil Office to improve the
organization's service needs.

Previous research has been conducted at the same organization with different
regional domiciles. This research uses the COBIT 2019 framework to address
frequently occurring problems that have an impact on the quality of population
service governance, resulting in alignment with company goals. The alignment and
the resulting domain through 11 design factors are determined based on the
current and expected capability value [7]. Another study using the same method
was conducted to develop an IT governance design at PT.XYZ, focusing on an
important domain process. The analysis of 11 design factors revealed that 5
processes had values above 75 percent: BAI02, BAI03, BAIO6, DSS02, and DSS04

[8]-

This research produces a governance design with domain processes important
which is the main priority of PT. DSS01 (Operations Management), DSS04
(Managed Continuity), DSS05 (Managed Security Services) [9]. The results of this
research show that every company or organization requires evaluation
management information technology to achieve goals and alignment with business
processes. Then an evaluation is carried out aimed at taking the results of
important priority processes to achieve goals in a company by utilizing information
technology which is carried out through a governance audit [10].
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This framework is an evolution of COBIT 5, but in COBIT 2019 there ate
additions to capability levels and maturity levels, as well as providing more detailed
guidance on corporate or enterprise IT governance. Governance of IT (EGIT)
according to individual company needs [11].

The purpose of this study is very important for the population and population
registration service of the city of Salatiga in improving the public services of the
society. Additionally, the implementation of good information technology
governance can provide increased value for the organization through IT

implementation and optimize risk by managing organizational risks and resources
[12].

2. METHODS

Research conducted at the Department of Population and Civil Registration of the
city of Salatiga regarding information technology governance uses primary data
and secondary data, primary data is carried out through an interview process with
questions that have been prepared as a data source in research, while secondary
data is data that is not directly, this data is data on things related to literary studies
and theoretical basis.

I IDENTIFICATION > ¢ Identify problems and understand conditions
+ COBIT 2019 literature review and journals
| LITERATURE REVIEW > .
related to case studies
* Conduct observations, interviews and provide
| DATA COLLECTION > questionnaires related to the 2019 COBIT
Framework
‘ * Data processing from interviews and

questionnaires using the COBIT 2019 toolkit
+ Information & Technology Governance
‘ System Design Factor(All design Factor)

| DATA PROCESSING ANALYSIS >

> * Results of recommendations for Information

| IT GOVERNANCE DESIGN Technology Governance

Figure 1. Research Stages

The research method at Disdukcapil Salatiga City can be seen in Figure 1 Research

Stages.

1) Identification
The identification stages carried out several things, such as identifying the
problems faced by the organization, then carrying out an interview process as
a data collection method, then assessing how optimal the level of IT
Governance capability is at the Salatiga City Population and Civil Registration
Service and finding out what the organization needs in using the COBIT 2019.
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2) Literature Review
This method is carried out by reviewing matters relating to the scope of the
organization in accordance with IT Governance in the problems and
management needs carried out to strengthen this research.

3) Data Collection
This stage was carried out by observing, interviewing and giving direct
questionnaites to obtain primary case study data and secondary data to
support this primary data using literature studies related to problems in
organizations in managing information technology governance. Interviews
and giving questionnaires were carried out with the reference of COBIT 2019
namely 11 design factors based on the COBIT 2019 toolkit that relate to this
stage.

4) Data Processing Analysis
The analysis was carried out using the 11 COBIT 2019 design factors. At this
stage, data processing begins with enterprise Strategy, enterprise goals, risk
profile, IT related issues, thread landscape, compliance requirements, role of
IT, sourcing model for IT, Implementation Methods, technology adoption
strategy and finally enterprise size. After carrying out the steps withBy
selecting and grouping based on the COBIT 2019 Framework toolkit, all
design factors will be produced that assess positive and negative domains [13].

5) IT Governance Design
The research method is to compile a summary of the output results from the
analysis by considering the design value use management system and provide
recommendations in the form of a governance improvement plan to manage
IT Salatiga City Community and Civil Service.

3. RESULTS AND DISCUSSION
3.1 Information & Technology Governance System Design Factor
1) Design Factor 1 - Enterprise Strategy

Design Factor 1 Business Strategy Identify the type of strategy implemented by
the Salatiga City Population and Civil Registration Service.

Based on the Enterprise Strategy design factors in Figure 2, it identifies a low
strategic emphasis on growth/acquisition and cost leadership. This means that
revenue and cost minimization are not important strategies for the organization.
For the Salatiga City Disdukcapil, the main priority is providing services to the
public that are innovative, stable and community-oriented in accordance with the
vision and mission of the Salatiga City Disdukcapil.
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COBI T

Design Factor 1 Enterprise Strategy
Importance of different strategies (Input)

0 1 2 3 4 5

Growth/Acquisition

Innovation/Differentiation 5
Cost Leadership 1
Client Service/Stability 5

Figure 2. Enterprise Strategy

2) Design Factor 2 - Enterprise Goals

Enterprise goal design factors are one of the supporting factors for achieving
Enterprise Strategy. Enterprise Strategy can be realized if (a series of) Enterprise
Goals are achieved.

Factor Design Enterprise Goals on Figure 3 identifies domains EG03, EGO5,
EGO06, EG10, EG11, and EG12 which becomes a priority business goal with a
score of 5. EG03 contains compliance with laws and regulations or external
regulations explaining that this government organization has protection from the
central government based on state law. EGO5 contains a community-oriented
service culture in Salatiga City public services in achieving the service satisfaction
value of this organization as expected, EG06 contains sustainability and availability
of services for the public in strategic planning in mature services. EG10 contains
staff skills, motivation and productivity that are organizational goals. EG11
contains policies and compliance in agencies that must meet compliance
requirements in organizations according to the main tasks and functions mandated
by the Salatiga City Government, and EG12 contains a digital transformation
program that is managed to become an important goal as currently set by the state,
namely Digital Community Identity.
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CQBIsz Design Factor 2 Enterprise Goals (Input)

EGO1—Portfolio of competitive products and services

EG02—Managed business risk

|

EG03—Compliance with external laws and regulations

EG04—Quality of financial information

EGO5—Customer-oriented service culture

|

EGO6—Business-service continuity and availahility

|

EGO7—Quality of management information

EGO8—Optimization of internal business process
functionality

EGO9—Optimization of business process costs

EG10—Staff skills, mativation and preductivity

I

EG11—Compliance with internal policies

EG12—Managed digital transformation programs

I

EG13—Product and business innovation

W

Figure 3. Enterprise Goals
3) Design Factor 3 - Risk Profile
The risk profile design factors identify the types of risks related to technology
information currently faced by the organization, as well as indicating areas of

overreaching risk specified tolerance. Understand the risks that can impact the
organization and how to evaluate the possibility and impact of the risk occurring,
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CQB'TM Design Factor 3 IT Risk Profile
Risk Rating of IT Risk Scenario Categories (Input)
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IT investment decision making, portfolio definition &...

Program & projects life cycle management
IT cost & oversight
IT expertise, skills & behavior
Enterprise/IT architecture

IT operational infrastructure incidents
Unauthorized actions

Software adoption/usage problems
Hardware incidents

Software failures

Logical attacks (hacking, malware, etc.)
Third-party/supplier incidents
Noncompliance

Geopolitical Issues

Industrial action

Acts of nature

Technology-based innovation
Environmental

Data & information management

Figure 4. Risk Profile
The Risk Profile design factors in Figure 4 identify the emphasis on high scoresIT
Expertise, Skills & Behavior, Hardware Incidents, Software Failures, and Acts Of
Nature which have an impact and possibility the risks that occur will be great at
the Salatiga City Dukcapil Office.
4) Design Factor 4 - I&T-Related Issues

Design factors I&T-Related Issues on figure 5 identify about general problems
within the scope of IT.

Epson Briantama Naibaho, Ariya Diwika Cabyono| 871



Journal of Information Systems and Informatics
Vol. 6, No. 2, June 2024

p-ISSN: 2656-5935

http://journal-isi.org/index.php/isi

e-ISSN: 2656-4882

COBITeone

Design Factor 4 [T-Related Issues

Importance of IT-Related Issues (Input)

Frustration between different IT entities across the organization
because of a perception of low contribution to business value

Frustration between business departments (i.e., the IT customer) and

the IT department because of failed initiatives or a perception of low...

Significant [T-related incidents, such as data loss, security breaches,
project failure and application errors, linked to IT

Service delivery problems by the IT outsourcer(s)

Failures to meet IT-related regulatory or contractual requirements

Regular audit findings or other assessment reports about poor IT
performance or reported IT quality or service problems

Substantial hidden and rogue IT spending, thatis, IT spending by user
departments outside the control of the normal IT investment...

Duplications or overlaps between various initiatives, or other forms of
wasted resources

Insufficient IT resources, staff with inadequate skills or staff
burnout/dissatisfaction

IT-enabled changes or projects frequently failing to meet business
needs and delivered late or over budget

Reluctance by hoard members, orseniorr 1t to

engage with IT, or a lack of committed husiness sponsorship for IT

Complex IT operating medel and/or unclear decision mechanisms for
[T-related decisions

Excessively high cost of IT

Obstructed or failed implementation of new initiatives or innovations
caused by the current IT architecture and systems

Gap between business and technical knowledge, which leads to

business users and information and/or technology specialists...

Regular issues with data quality and integration of data across various
sources

High level of end-user computing, creating (among other problems) a
lack of oversight and quality control over the applications thatare...

Business departments implementing their own information solutions
with little or no involvement of the enterprise IT department...

Ignorance of and/or noncompliance with privacy regulations

Inability to exploit new technologies or innovate using 1&T

(=]
-
~
w

Figure 5. I&T-Related Issues
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Based on findings, recorded serious events that have occurred with high and
significant risks, including such as data loss, security breaches and illegal access,
failure project, application errors related to IT. The second serious problem is
inadequate IT resources such as staff with incompetent skills, and staff
dissatisfaction with work results. Then 12 standard issues were found and 6 no
problems occurred in I&T-Related Issues.

5) Design Factor 5 - Threat Landscape

In this design factor, the threats commonly faced by consumers will be identified
organization during its operations.

Design Factor 5 IT Threat
Landscape

B High ® Normal

Figure 6. Threat Landscape

Design factors Threat Landscape show in Figure 6 explains the high emphasis on
high threats with 80%, which indicates a high threat level such as geopolitical
threats, disasters, fires, and profiles outside the institution. Then normal threats
with 20% with threats that occur such as data leaks and hacking.

6) Design Factor 6 - Compliance Requirements
At this stage, an introduction to the needs and requirements is carried out must be

fulfilled by the organization. The following are the results of identifying
Compliance Requirements in Figure 7.
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COBIT:»

Design Factor 6 Compliance
Requirements

W High WNormal M Low

0%

100%

Figure 7. Compliance Requirements

Design factors Compliance Requirements in Figure 7 identify 100% high in
compliance rules based on regulated government regulations.

7) Design Factor 7 - Role of IT

Design factors at this stage identify the role of IT in the organization. Following
results of identifying the role of IT in Salatiga dukcapil

Design Factor 7 Role of IT (Input)

0 1 2 3 4 5

Factory 3
Turnaround 3
Strategic 4
Figure 8. Role of IT

874 | Information Technology Governance Analysis using COBIT 2019 Framework .. ...



Journal of Information Systems and Informatics
Vol. 6, No. 2, June 2024

p-ISSN: 2656-5935  http://journal-isi.otg/index.php/isi e-ISSN: 2656-4882

The Role of IT design factors in Figure 8 identify support as an important role as
a supporter of work processes. Then strategy also has an important role, such as
providing information, promotions and innovation in the services of the Salatiga

City Dukcapil Office.
8) Design Factor 8 - Sourcing Model for I'T

Factor design Sourcing Model for I'T Figure 9 explains the information technology
resource model implemented by the Salatiga City Community and Civil Service. A
value of 70% insourced, this means that the Salatiga City Dukcapil Office applies
an information technology resource model that is insourced or obtained from
within the organization.

COBI T Design Factor 8 IT Sourcing
Model (Input)

M Outsourcing M Cloud ™ Insourced

Figure 9. Sourcing Model for IT

Namely by trying to provide staff and IT services internally and owned as part of
the Salatiga City Dukcapil Office. The value of 30% outsourcing is understood as
technological resources such as The Community Administration Information
System (SIAK) of the Salatiga City Community and Civil Service comes from the
Ministry of Home Affairs through the Directorate General of Community and
Civil Registration (Ditjen Dukcapil) outside the Salatiga City Dukcapil
Disdukeapil.

9) Design Factor 9 - IT Implementation Methods

The IT Implementation Methods design factor identifies what methods are used
in the company.
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COBITzn Design Factor9 /T
Implementation Methods

H Agile EDevOps M Traditional

Figure 10. IT Implementation Methods

IT Implementation Methods design factors in FigurelO explains Agile 60%
software implementation and development method which is based on flexible and
repetitive work, where the rules or work processes have been mutually agreed
upon and carried out in collaboration in a way structured, such as the use of SIAK.
DevOps 20% means methods implementation combination of culture and
practice and finally traditional is carried out at 20%. The method used in a more
classic way is waterfall development and implementation which is applied 20% by
the Salatiga City Dukcapil Office

10) Design Factor 10 - Technology Adoption Strategy

The Technology Adoption Strategy design factors in Figure 11 identify complex
technology adoption strategies.

COBITen Design Factor 10 Technology
Adoption Strategy

M First mover M Follower M Slow adopter

Figure 11. Technology Adoption Strategy
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80% wvalue for slow adopters explains that in general the Salatiga City Dukcapil
Office is very slow in adopting technology. Regarding centralized policies from
the Republic's Ministty of Home Affairs regarding the implementation of
technology, this is certainly one of the reasons why the Salatiga City Dukcapil
Office is relatively slow in adopting new technology.

11) Design Factor 11 - Enterprise Size
Based on the research results in Table 1, it explains that in COBIT Framework
2019, size big or small organization determined by the number of permanent

employees working at that organization.

Table 1. Types of Organization
Organization Type Appropriate Choice

Large (Organizations with more than 250
permanent employees)
Small and Medium(Organizations with 50 to 250 A\
permanent employees)

Disdukcapil The city of Salatiga has a total of 40 State Civil Servants (ASN) or
Civil Servants (PNS). Based on this number, it means that the Salatiga City
Dukecapil Office is included in the type of small or medium organization.

After carrying out analysis to determine goals using Design Factors (Design
factorsl — Design factor 10), then the objectives regarding the process to be
evaluated can be identified as shown in Figure 12. The result information in Figure
2 is obtained from the COBIT 2019 core model with each different value from 40
processes. Each value is influenced by the weight of the value that has been input
into the design factors 1 to 10. The results are in the form of important processes
or core models that have certain capability level objectives. Based on these results,
it indicates that, if the results are positive then this process is an important process
for the Salatiga City Dukcapil Office. If the resulting value is negative, then the
process is a process that is not a priority for the Salatiga City Dukcapil Office.

Based on the research results obtained, Figure 12 shows the core model that has a
score greater than 50, namely EDMO3 (Ensured Risk Optimization) with a score
of 75 which means target capability at level 4, APO12 with a score of 100 which
shows the target capability at level 4, APO13 (Managed Security) with a score of
75 indicates target capability at level 4, BAIO6 (Managed I'T Changes) with a score
of 55 indicates target capability at level 3, BAI10 (Managed Configuration) with a
score of 55 indicates target capability at level 3 , DSS02 (Managed Operations)
with a score of 55 indicates target capability at level 3, DSS04 (Managed
Continuity) with a score of 85 indicates target capability at level 4, DSS05(Managed
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Security Services) with a score of 95 indicates target capability at level 4,
MEAO3(Managed Compliance with External Requirements) with a score of 75
indicates target capability at level 4, and MEA04(Managed Assurance) with a score
of 60 indicates target capability at level 3.

COBITs»  Governance and Management Objectives Importance (All Design Factors)
20 40 [su] B0 100

o

-100 -B0 -60 -40 -20

EDMOL

STl ——51

m

EDMIOS

aro0r ]

03

APO
APD

04

Figure 12. All design factor
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The results of this research propose recommendations for the Salatiga City
Dukcapil Office which can later be used as a reference in improving and enhancing
the organization. The reseatch results in Table 2 contain recommendations for
what can be implemented for the Salatiga City Community and Civil Registry
Office.

3.2 Recommendation I'T Governance

The governance of information technology (IT) is crucial for maintaining
the integrity, efficiency, and security of an organization's I'T infrastructure.
Effective IT governance ensures that IT investments support business
goals, manage IT-related risks, and deliver value through cost-effective and
innovative I'T solutions. In Table 2, various recommendations are provided
for different domains of IT governance, each tailored to address specific
needs such as service agreements, quality management, IT changes,
continuity, and performance monitoring. These recommendations aim to
enhance IT security, improve quality oversight, control IT changes,
maintain business continuity, and monitor performance effectively,
ensuring the organization remains resilient and competitive in a rapidly
evolving technological landscape.

Table 2. Results Recommendation Governance

Domain Recommendation
Improve and maintain information technology
Managed . .
: security both in terms of software and hardware and
AP009 Service L . . .
monitor information technology risks to avoid and
Agreements
prevent IT attacks.
Improve oversight, continuous monitoring and use
APO1 Managed of best practices and standards for continuous
Quality improvement and efficiency to ensure consistent
delivery of technology solutions and services.
Oversee all changes in a controlled way, counting
standard changes and crisis support related to
commerce forms, applications and foundation. This
Managed IT . » appicat
BA106 Chanees incorporates alter guidelines and methods, affect
& appraisal, prioritization and authorization, crisis
changes, following, announcing, closure, and
documentation.
Quickly increment selection, proceed commerce
Managed . -
DSS04 o operations, and keep up asset and data accessibility
continuity

at levels satisfactory to the organization within the
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Domain Recommendation

occasion of critical disturbances (e.g. threats,
opportunities, demands/claims).

Managed Improve and monitor IT performance and reporting
Performance  monitoring results to stakeholders to achieve
MEAO01 and organizational goals.
Conformance
Monitoring

4. CONCLUSION

Based on research analyzing information technology governance using the COBIT
2019 framework at the Salatiga City Dukcapil Office, 10 important processes for
organizations were obtained based on predetermined assessment criteria. These
processes include processes that have level 3 capability targets, namely BAIOG -
Managed IT Changes, BAI10 - Managed Configuration, DSS02 - Managed
Operations, and MEAO4 - Managed Assurance. The next process has a level 4
capability target, namely APO12 - Managed Risk, APO13 - Managed Security,
DSS04 - Managed Continuity, DSS05 - Managed Security Services and MEAO3 -
Managed Compliance with External Requirements.

The results of this research produce recommendations for 5 domain processes to
achieve capability targets in the form of improvements, namely AP009 (Managed
Service Agreements) which are carried out by increasing attention to IT security
aspects.For avoid and prevent IT attacks. Then APO11 (Managed Quality), is
recommended to improve the quality of control and monitoring in continuous
improvement. BA106 (Managed I'T Changes), manages in a controlled manner
business process procedures, applications and IT infrastructure that are priorities
for the organization. Furthermore, DSS04 (Managed Continuity), seeks to ensure
that increase availability of sustainability resources increases in the event of a
significant disruption. And, MEAO1 (Managed Performance and Conformance
Monitoring) is sought to improve and monitor IT performance and report to
stakeholdersFormake IT decisions. Dexpected from 5 process domains that
became a reference in efforts to improve the Information Technology
Governance of the Salatiga City Community and Civil Service.
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