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Abstract

A project cannot be separated with the name of the risk, not the exception to the
abstract information technology projects, and can only be perceived benefits in the
long term. So, it becomes a very important thing to manage risk propetly so helpful
to the success of the project. In this paper, we contribute to the model in analyzing
the priorities of risk to the project E-Government to adopt the model of risk
assessment using RIPC# and Analytic Hierarchy Process (AHP) in assessing the
risk, so it can know which risks a priority to perform the procedure changes in the
implementation of e-government based on the strategy used in the process of
change management.
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1. INTRODUCTION

E-Government will generally involve several digital technologies and information
systems, including databases, networks, collaboration services, multimedia, search,
and security and privacy technologies. Many affairs and fields must be handled by
the government, thus triggering quite complex problems. So, before an affair
becomes a problem, it is necessary to conduct a risk assessment to prevent it. The
community's demands to get good and fast service from the government as a
people's service continuously encourage the government to improve services to
improve performance. The government makes changes by adding to the things
that do not exist and are needed and reducing and even eliminating what can
decrease performance. With the change, it is expected that government
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performance can increase more optimally, but the challenge of change is not easy,
so it takes commitment from various interested parties to achieve mutually
beneficial goals. Change can be achieved well if done ongoing, as in the JD Edward
ERP software implementation case study at PT. Semen Gresik Group takes 1.5
years with various stages that are long and not easy. However, finally, JD Edward
ERP software was successfully implemented at PT. Semen Gresik Group so that
the results and benefits can be felt until now. Another case study is the
implementation of e-Procurement and other e-Government projects by the
Surabaya City government; as Tri Rismaharini said, this e-Government project
reduces the potential for corruption and can also save the state budget up to
hundreds of billions of rupiah [3]. It can be concluded that changes in government
services need to be done as a solution to problems to improve government
confidence and performance.

The problem in e-government projects is not in the sector behind technology or
the process, but rather the problem of actors or people in the application of e-
government projects | 4]. Fundamental problems in the implementation of e-
government atise when available work is opposite, and processes collide with local
traditional culture and hierarchical command and control of the structure of
government agencies. Because the process of change meets cultural values and
violates a hereditary mindset, the process of change in the e-government domain
must proceed in continuity and strategic manner rather than a thorough redesign.
So, one of the important factors in change management is the continuity or
sustainability of the transition process and organizational change in influencing
stakeholders to adapt to the new business processes of the e-government project.

Risk assessment can be defined as a systematic process for analyzing, identifying,
controlling, and communicating risks, probabilities of events, and effects into
systems and organizations. Risk assessment should culminate with coping
specifications to reduce risk to become an integral part of the system cycle design
and implementation process and allow documentation for education and decision-
making for allocating resources for proper risk mitigation to the most at-risk areas
for the change management process to provide optimal benefits further. [1]
mentions that, in general, the elements included in the risk assessment are as
follows:

1. Identify the constituents of the system and the background in which the
system operates.

2. Identify threats that can be harmful and have a critical influence on
operations and assets. Such threats can be intruders, criminal acts,
disgruntled employees, terrorists, natural disasters, and others.

3. Estimates of possible threats occur based on historical information,
research, and assessments from competent individuals.
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4. Identification and grouping of the value, sensitivity, and importance of an
operation and assets that could be affected if the threat arises to determine
which operations and assets are most important.

5. Estimates of which operations and assets are most sensitive from
potental loss or damage if such risks occur, costs for recovery.

6. Specifications and justifications of cost-effective controls to eliminate or
mitigate risks and facilitate business continuity. This process may include
a new policy constitution of the organization and procedures and
technical or physical controls.

7. Documentation of the results of the development of action plans and risk
assessment policies.

RIPC* is a model developed for risk assessment in E-Government to secure
projects to achieve goals successfully.

In addition, RIP¢+ also used the Analytical Hierarchy Process (AHP) method, i.e.,
another popular tool widely used to solve problems with several criteria as
described by Zahedi.[6]. this technique is also used by Wu[7] to establish the
relative weight of each risk factor. The AHP technique is already very often used
extensively by researchers involving the principles of decomposition, pair
compatison, and priority vectors. Although the purpose of AHP is to capture
expert knowledge, conventional AHP fails to reflect the human style of thinking.

The purpose of combining these two methods is to produce a new method that
collaborates to determine risk assessment priorities based on the risk management
strategies used, namely: transfer, avoid, mitigate, and accept. With the
collaboration of these two models, it is expected to determine which priorities are
risks that must be resolved immediately based on the level categories contained in
the field of e-government. The change management process is cartied out so that
e-government increasingly provides optimal benefits.

2. METHOD
In this study, researchers did 2 major steps: 1) conducted a literature study around
the topic taken, then 2) Doing modeling.

2.1 Literature Studies

Decision-making is a complex process of concepts, and it consists of structural
logic and objective consideration of all the factors involved in decision-making.
Different factors are usually clear, qualitative, intangible, undecked, and subjective,
making it difficult to quantify them.

2.1.1 E-Government

E-Government is a way for governments to use new technologies to provide
people with easier access to government information and services, improve the
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quality of services, and provide greater opportunities to participate in democratic
institutions' processes. In addition to providing new ways to work with citizens,
companies, or other administrations, e-government also pays attention to the
surrounding environment by creating an integrated environment for the
development, deployment, and maintenance of services. However, in such e-
government changes, the political and economic environment, regulations, and
laws change over time, and e-government services need to evolve steadily.[8][9]

The era of information openness becomes mandatory, not least in government,
which is the largest field of public affairs service in a country. The development
of information and communication technology is one of the most important
momenta to make changes in service to the community so that people can receive
services more quickly, transparently, and satisfactorily.

2.1.2 Change Management

Change management is making things different and going in a better direction.
Karen Coffman and Katie Lutes explain that change management is a structured
approach to help organizations and people transition slowly but surely from the
present to the desired state [10]. Another definition according to Holger Nau
Heimer, another definition of change management is a process, tool, and
technique for organizing the process of change on the side of people to achieve
the necessary results and realize change effectively through change agents, teams,
and broader systems [10]. According to Curtis W. Cook in his book Management
and Organizational Behavior, several factors cause change, including [11]
1. Technological developments, such as technology that can
replace/accelerate work.
2.  Economic conditions, fluctuations in interest rates, international labor
levels, and government regulations.
3. Global competition, the increasingly advanced economies of Asian
countries, the unification of the European Union.
4. Social and Demographic changes, increased attention to environmental
issues, increased levels of education, and living standards gaps.
5. Internal challenges, problems — problems of corporate behavior, such as
employee inflows, strikes, work ethics, and organizational politics.

2.1.3 Analytic Hierarchy Process

In 1980, the Analytic Hierarchy Process, or AHP, was designed by Thomas L.
Satay. AHP is one of the new solutions for large amounts of data and complex,
multi-dimensional problems. AHP is the basis of decision-making analysis to
choose one of the best solutions. Still, according to Thomas L. Saaty in another
publisher's book, AHP is a mathematical decision-making technique available
from the Expert Choice package. AHP allows users to convert intangible factors
into numerical values and evaluate weights (preferences) through a series of
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thoughtful comparisons of pairs using factors involved in decision-making
situations. The purpose of AHP is to provide the relative importance of the factors
involved and present the best model in decision-making. [12] [13] [14][15] [16] [17]
According to Satay, the basic structure of AHP starts from a specific decision
objective and places it at the top of the AHP hierarchical structure. The goal is
then decomposed into a secondary area that contributes to achieving the goal,
called the criteria. Confidence is a complex decision-making problem that is
broken down into smaller and simpler decision-making problems and contributes
to achieving the original goal. These criteria are sometimes decomposed again into
further sub-critetia.[18]

2.1.4 RIPC4

RIPC* matrix has seven normative dimensions as follows:|1]

1. Impact: contains values between one and ten on a numerical scale. This
value represents the effect of a risk on the success of a project.

2. Probability contains values between zero and one on a numerical scale
representing the likelihood of a risk.

3. CSFs (Critical Success Factors): are descriptive and have differences in
each different risk area. CSF consists of a list of the nature and Impact of
risk at each level. Factors that must be considered are factors that assess
the success of implementation and goals.

4. Countermeasure describes appropriate actions in addressing risks based
on the nature and severity of risk (impact-probability) and best practices
in each context. Technical countermeasures are already covered by most
RA tools, where social and political countermeasures include awareness-
raising campaigns, consensus mechanism building, training and
education, and stakeholder empowerment. Financial Countermeasures
include ensuring stakeholders' commitment to incentives, negotiation
strategies, and utilizaton of modern financial engineeting tools.

5. Countermeasure cost: Since costs are not always based on the financial
context and may involve other factors such as design complexity and
organizational procedures or social procedures, they have a qualitative
assessment between zero and ten on a numerical scale for all
countermeasures of each risk.

6. Coverage threshold: This section represents an acceptable scope of
nosebleeds that designers estimate that they should aim for there. The
values used in this section have between zero to the fullest on the
numerical scale. Coverage threshold depends on Impact, probability, and
cost. The higher the Impact and the more likely it is to occur or approach
the Impact produced by risk, the resulting Threshold will be closer to the
Impact. The higher the cost will lower the Threshold, which can be seen
as a low limit fail-safe coverage and a measure of margin coverage that we
have.
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7. Coverage estimates (based on countermeasure): has a scale from zero to
ten and is the scope of risk by countermeasures. Coverage works like a
Threshold, but it signifies the true effects of countermeasures. It should
not be lower than the Threshold and at least the same as Impact unless
designers take calculated risks because of cost.

RIPC* matrix, the first two dimensions (impact-probability) serve as the main pillar
in risk assessment, while the next two dimensions serve as pillars for risk
management, and the last three dimensions provide a self-check feedback
mechanism to help evaluators with good information from countermeasure and
balance between cost and coverage.

2.2 Modeling

In conducting the study, we referred to the RIPC4 model, which serves as a
[1]checklist assessment tool to identify risks where each level on RIPC4 acts as an
alternative to the analysis phase with AHP. While the criteria used are basic
strategies in dealing with risk: avoid, transfer, mitigate, accept as in the chart
arrangement that the author created based on the document example of the
application of AHP with the title of Transportation Model Selection in DKI
Jakarta with Policy Analysis "Analytical Hierarchy Process" can be seen in figure
1. Values for interest level comparisons are obtained from the calculation
parameters of Key Goal Indicator (KGI), Risk Index Ri, and Key Performance
Indicator (KPI), Coverage index Ci, and Coverage Margin Index Mi according to
the formula used in the model RIPC* [1].
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Figure 1: AHP Hierarchy
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The steps taken in conducting priority analysis with the proposed method are as
follows:
1. Do risk assessment by using the RIPC4 model by|[1] filling in the matrix
as the basis for assessing alternative interest levels.
2. The level of interest in each criterion to be measured by the terms based
on the assessment of RIPC#[1] is as follows: (a) The higher the value of
Ri, the harder the risk to reduce. (b) The more ci value is close to 1, the
closer coverage in following the risk impact. (c) Mi is an indicator of the
amount of margin coverage.

The formulas used in the calculations of Ri, Ci, and Mi are as follows:

Ri = 2:]'n=1 Pj(lj_cj) (1)
n
1L (5-1)(c-C
ci = S=l 2)( i-C) : 2
\/2}1:1(1]'_T) Z]-“:l(cj—f)
Co = X1 Co, 3)
n.(¢-0)(cy.-C
Mi=1_ 1112(t] t) : (4)
(60 ) 2 (0 -C0)
Where:
_ I R I o E]?‘:lct_
[===, C="—=,C=—FH 5)

1. In doing AHP analysis, we use tools in online AHP calculators.[19]
AHP analysis is done on each criterion and will get the results of the AHP
rating.

3. In addition, the calculation of consistency ratio (CR) to check the
consistency of measurement results with the following formula [20]:

CI
CR = R (6)
where:
CI = Consistency Index
RI = Random Generating Value
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3. RESULTS AND DISCUSSION

Based on the steps on the proposed method, we created the simulation by applying
the step using dummy data on three alternatives of the E-Government Risk Level
on the RIPC4 matrix model in analyzing risk priorities based on the approach
criteria used. The three risk alternatives evaluated in the simulation are end-user,
Contractor, and financial. The risk evaluation results in the simulation will be
determined priority in risk under the strategic approach carried out.

3.1 Risk assessment on each alternative.
RIPC# Matrix
In the RIPC* matrix, there are seven normative dimensions as described in
section 2.2. of this paper. There are some initials in the following table:
1. I = the impact dimension.

2. P =is the probability dimension.
3. CSF is a critical success factor.
4. Ct = is the Coverage Threshold dimension.
5. Co = is the coverage dimension.
Level End-User

The following is a table of some of the risks that arise at the end-user level in the
e-government project case study, which is then assessed with certain criteria. The
assessment results in this table will be explained in section 4 of the case study.

No. Risk 1 P CSF Countermeasures Cost Ct Co
Denpguna  dapst  mengikza  danl ; .
== = Memberilan ndan tutorial]
1 |Eudsys Temolosi. 8 0,13 ukan lsyenen, paling tigk| Ea i 7 5
= : R : - lapanzn.
mangatzhui carenya
Eepercavaan  terhadsp  sistem)
(ferutams di mans| Penzzuns memazukian data] Sistem memiliki sertifikasi dengzan)

2 personal'pribadi  penyimpanan| 7 0.75 |personalnya dan melabukan transaksi]perlindunzan dats personal  daril 6 7 6
data  dan  pengEunasn  yang| memazukdan dats dan verifikasi dats. | penzzuna.
‘barzangloutan).

3 Inzentif penggunazn (keuangan, o 08 Pengzuns mensgunskan sistem harsna|Depat disksss melalui  intemnest) " - N
waktu). ! prosssnya capaf. tanpa harss pergi ke kantor.

4 Inzentif  penggunssn  yang| - 070 Pengguns dilindungi dengan identitas|Mudsh digunakan, terdzpat c -
bartanggung jawab | Eman. ! vang spasifik mekanizms kesmanan dats N
Esmudzhan zkee: ke bahan vang| Penzzuna dapat mengaksss data setizp) e

o B 0.81 o ~ Nemiliki kan rEst. o 6 B
* diparlukan dan layanzn, : sazt ketika terkonsksi dengan sistem Rt Sentor pusst
Antsrmulka staf ke pengeuna akhi
s pRnEgu . o Denzguna  depat dengan mudsh|Daepst disksss sacem online dan) -
[ (prossdur, hemudshan shses) | g 081 = " s g
mangzkzss halp dazk dan online support| mamiliki call conter,
sudut pandang pengeuna. =
Stf  dai lavanan nempunyzi
Esterzmpilan  komunikssi  Staff ' AL mRmELEYE Pelatihan parsonal, diberikan tarzet)
. - pengstshusn  dan dapst  membantul . . " - - -

7 (dspst sangat  mempengaruhil B 0,78 . |den  insentif tambshan loetiks 5

. N pangguna atika mangzlamil .
pandangan pengeuna sistem). memenuhi targst.
parmazzlshan

s Tingkst harapsn pertemuen daril 8 on Pengguns mersss Bsilitss dari lsyenen|hlslsboudan survei  hepuasan) - - -
pEnEFUNE. ! lengksp dan memenvhi kebutuhennya  |penzzuna. - :

Figure 2End-user LEVEL RIPC4 Table
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The following is a table of some of the risks that arise at the contractor level in the
e-government project case study, which is then assessed with certain criteria. The

assessment results in this table will be explained in section 4 of the case study.

No. Risk 1 P CSF Countermeasures Cost Ct Co
. Tim kontraktor sudah menggunakan ICT|Memberikan pelatihan|
1 K dibidang ICT |9 0.8 g 7
eampan Gt bicang ; dalam bekeja. lcepada tim.
Memberikan  sosialisasil
Sudah dibekali d SOP y: i
2 |Keahlian di bidang teknologi |9 0.75 S cogan SUL YABSC M dan wi kelayakan|6 5
dengan bidang proyek IT. .
teknologi.
Dapat berkommmnikasi dengan bahasa|Membuka ruang diskusi.
3 |Kemampuan komumnikasi 9 0.8 internasional, komunikasi tidak|tanya jawab, itk dan|6 7
menimbulkan banvak persepsi. saran.
P - 4 07 Dapat ‘mammul.‘m target kerja atau KPI|Melakukan evalasi kinerjal 5 4
vang disepakati. secara berkala.

Figure 3: RIPC4 Level Contractor

Level Financial

The following is a table of some of the risks that arise at the financial level, one of
the parts that play an important role and a major influence on the success of a
project, whether IT or non-IT. The assessment results in this table will be
explained in section 4 of the case study.

No. Risk

CSF

Countermeasures Cost Ct

Co

Perencanaan kasus bisnis dan)
pengembangan

Penyerapan  anggaran|
maksimal  mplementasi
perencanaan sesuai
target.

evaluasil
penyerapan anggaran secaral 5 8
berkala, Audit.

Monitoring ~ dan

ta

Alokasi anggaran vang tepat

Dana terdistribusi sesuai
dengan anggaran yang|
disepakan.

Melakukan Audit. 4 7

3 |Manzjemen dana dan Tracking

Tidak terdapat alokas)
anggaran vang belum
jelas.

9 08

Melakukan  Evaluasi  dan]

Audit, laporan  realisasi 7 6

anggarafn.

Calculation Results

Figure 4: RIPC4 Level Financial

In the matrix used, it can be known that the results of calculations for alternatives

to RIPC4 gre as follows:

Table 1: 3-level calculation results RIPC#

Mi = 1.215717

Mi = 0.129612

Level nd User Level Contractor Level Financial
Ri = 0.60875 Ri = 1.4875 Ri =05
Ci =0.567613 Ci = 0.870388 Ci=05

Mi = 0.133975

3.2 Measure the interest-level relationship of each alternative to the criteria.
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The criteria used in the case study is Avoid with criteria: risk by having a large
impact and difficult to reduce is better avoided, coverage margin is closer to 1,
then coverage follows risk impact that can help reduce Impact. In this case, the
risk that needs to be avoided is the risk that has a high impact but low coverage.
So that from the results of previous calculations can be concluded:
1. The higher the value of Ri , the risk should be avoided.
2. Low Ci value allows reducing the Impact of risk so that the closer to one,
the value of Ci will reduce the priority to avoid risk.

Interest-level relationships are divided into nine scales: 1- Equal Importance, 3-
Moderate importance, 5- Strong importance, 7- Very strong importance, 9-
Extreme importance (2,4,6,8 value among them). So that the relationship between
the criteria is as follows:

1. End-User and Contractor: end-user has a lower Ri value than the
Contractor by 0.878 points and a Ci value higher by 0.302, so it is assumed
the Contractor is more important to avoid than the end-user with a scale of
4.

2. End-User and Finance
End-User has a higher Ri value than financial as much as 0.10878 points and
a lower Ci value of 0. 067613, so it is assumed end-user is more important to
avoid financially with a scale of 2.

3. Contractor and Finance
The Contractor category has a higher Ri value than the financial category of
0.9875 points and a lower Ci value of 0. 370388, so it is assumed the
Contractor category is motre important to avoid than the financial category
with a scale of 7.

3.3 AHP Analysis

In the AHP analysis, we included the criteria's parameters and the importance level
of the criteria to alternatives such as those contained in Gambar 5 below.

A - Importance - or B? Equal How much more?
1 Oend-userlevel or ®contractorlevel Q1 0:03®10505070: 09
2 ®@end-userlevel or Ofinanciallevel O1 ®:03024050:070: 09

3 @ contractor level or Ofinanciallevel Q1 02030240505 ®7 0z 09

CR=0.2% 0K

Calculate Result ®anp O Balanced scale Download_(.csv) | [dec. comma

Figure 5: Choice of priority level and consistency ratio results
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After the calculation is obtained, the consistency ratio is 0.2% so thatinconsistency
can be accepted. While the results and matrix of calculations can be seen in figure

3.

1 1 025 2.00
2 400 1 7.00

3 050 094 1

Figure 6: Calculation Matrix

3.4 Rank-based sorting

From the results released by the AHP calculator available online, we also get a
priotity table as in figure 4, so that in the simulation obtained ptiority rating in
avoiding risk for this case study is 1. contractor level, 2. end-user level, 3. financial
level.

Category Priority Rank
1  end-userlevel 18.7% 2
2 contractor level 71.5% 01
3 financial level 9.8% 3

Figure 7: AHP rating results

Figute 4 shows the results of the AHP rating wherein case studies recognized
contractor levels have a higher priority with a priority of 71.5%, followed by end-
user level with 18.7% and financial level at 9.8%. In figure 2, a consistent ratio
value of 0.2% indicates no significant inconsistency in the results. So based on the
simulation of data processing from the AHP model and RIPC4 model can be
concluded if the priority of risk that must take precedence is at the contractor
level, then the end-user level, and finally, the financial level.
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4. CONCLUSION

The contributions made in this paper are the model in conducting risk priority
analysis for E-Government projects by adopting the risk assessment model
developed by [1] and AHP in assessing which risks are prioritized based on the
strategies used in tackling risk by providing change actions as in the case study
simulations in this paper, so that the sustainability of e-government projects can
run better and successfully. In the case of studies, this paper demonstrates a
method that develops the RPI¢4 model to obtain priotity risk management based
on the strategies used. Results from the simulation also showed no significant
inconsistencies in ptiofity assessment with AHP. In the RIPC* model, there are
ten criteria in risk assessment. However, in this study, we only presented
simulations on three criteria and dummy data, so further simulations are needed
to get more complete results in determining risk priorities and changes in E-
Government projects.
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