
 

Journal of Information Systems and Informatics 
Vol. 7, No. 3, September 2025 e-ISSN: 2656-4882 p-ISSN: 2656-5935 

DOI: 10.51519/journalisi.v7i3.1260 Published By DRPM-UBD 
 

  

2876 

	
 This work is licensed under a Creative Commons Attribution 4.0 International License.	

Adaptive-Delta ADWIN for Balancing Sensitivity and 
Stability in Streaming IDS 

 
Rodney Buang Sebopelo 

 
North-West University, Potchefstroom Campus, Potchefstroom, South Africa 

Email: rsebopelob@gmail.com 
 
 

Abstract 
 

In dynamic traffic networks, intrusion detection systems (IDS) must handle dynamic data 
stream where traffic changes occur, and concept drift is customary. Traditional concept 
drift detection approaches often experience a challenge between sensitivity and stability, 
resulting in delayed adaptation and uncontrolled false alarms. This paper proposes an 
Adaptive−Delta ADWIN framework that tunes sensitivity detectors using online 
lightweight controllers: Volatility (VC), that tune a delta based on error volatility, and 
Alert−Rate Controller (ARC), which modulates the drift alarms frequency. The framework 
is implemented using Bagging ensemble of Hoeffding Adaptive Trees and evaluated on a 
network pre−processed traffic dataset. Comparative experiments opposed to a fixed, 
ultra−sensitive delta detector illustrate that adaptive tuning authorizes timely drift 
detection while maintaining stability, decreasing false alarms by more than 25%, and 
enhancing predictive overall performance. Adaptive−Delta baseline maintains a stable 
accuracy approximately 80% − 82% accentuating the importance of balancing detection 
sensitivity with operational stability in streaming IDS implementation. These results 
highlight the practical value of the proposed framework, which is lightweight, 
computationally efficient, and suitable for real-time deployment in streaming IDS 
environments. 
 
Keywords: Concept drift, Intrusion detection system, Streaming data, Controllers 

 
1. INTRODUCTION 

 
The nature of traffic networks in modern environments has intensified the need 
for coherent and functional Intrusion Detection System (IDS) [1, 2]. Streaming 
IDS must process excessive volumes of data in a real time while sustaining robust 
performance detection performance−, a task increasingly challenged by modern, 
dynamically evolving technologies and environments [3]. In such dynamic settings, 
the statistical properties of traffic may change gradually or abruptly, resulting in 
concept drift. Concept drift poses significant challenges to traditional IDS, which 
are mostly designed for stationary data distributions [4, 5]. Without appropriate 
adaptation, IDS may fail to detect new attacks, misclassify benign network traffic, 
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or produce excessive false alarms, thereby undermining for both security and 
operational efficiency [6, 7]. 
 
The dominant challenges of streaming IDS lies in balancing sensitivity and stability 
during concept drift detection [8]. Ensuring timely adaptation of new attacks 
requires high sensitivity; however, this can also increase false alarms, leading to 
unnecessary model reset which reduce stability [9]. On the other hand, low 
sensitivity can improve stability but delay model adaptation, resulting in IDS 
vulnerable to new emerging threats. Achieving effective balance between 
sensitivity and stability is therefore important for reliability and practical 
implementation of streaming IDS infrastructure [10-12]. 
 
This paper addresses these issues by introducing the Adaptive-Delta ADWIN, a 
complementary drift detection framework that adjusts sensitivity of the ADWIN 
method [13, 14]. The framework employes lightweight online controllers called 
Volatility (VC) which handles delta based on the variability of prediction errors, 
allowing the detector to respond to the increase of traffic conditions, and 
Alert−Rate Controller (ARC) which handles the alarm drift frequency to achieve 
operational stability and avoid excessive resets [15, 16]. The proposed framework 
is evaluated in opposition to fixed, ultra−sensitive delta detector, employing 
streaming network dataset that simulates network conditions [17, 18]. 
 
Key contributions include: 

1) Designing and implementing Adaptive−Delta ADWIN framework, 
which incorporates VC and ARC to adjust sensitivity and perform drift 
detection in streaming IDS. 

2) Comparative evaluation of adaptive versus fixed−delta detectors, 
highlighting a trade−offs between accuracy, false positives/false negative 
rates, etc. 

3) Visualizing and analysis the adaptive behavior, such as delta evolution, 
error volatility, etc. to demonstrate balance between sensitivity and 
stability for practical IDS streaming applications.  

4) Proposing a lightweight and deployable framework design, such that 
sensitivity operates at the detector level rather than ensemble replacement 
to achieve computational efficiency and integration into real-time IDS 
environments. 

 
Based on these challenges, this study explores the following research questions: 

1) RQ1: Can adaptive delta tuning reduce false alarms while maintaining 
detection accuracy in streaming IDS? 

2) RQ2: How can the Adaptive-Delta ADWIN framework compare against 
fixed-delta detectors in terms of robustness under real-time traffic with 
multiple attack types and noise? 
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To situate our contribution, the Related Work section reviews existing drift 
detection strategies, ensemble-based approaches, and adaptive sensitivity methods, 
highlighting the gap in balancing detection sensitivity and stability in IDS. The rest 
of the paper is organized as follows: Section 2 reviews related work on concept 
drift and adaptive learning. Section 3 details the methodology of this study 
including the system architecture, drift detection logic, and model configuration. 
Section 4 presents experimental settings and evaluation procedure. Section 5 
presents and discusses the experimental results and discussion. Lasty, sections 6 & 
7 provide the limitations and outlines potential direction. 
 
2. RELATED WORK 
 
This section reviews the prior concept drift research in IDS streaming, focusing 
on drift detection approaches, adaptive sensitivity, and ensemble strategies, before 
identifying the gap in balancing sensitivity and stability detection. Mohamed Junaid 
et al. [19] proposed classification ensemble techniques for detecting and managing 
concept drift in dynamic network. Their framework adapts to types of concept 
drift enabling flexible classification across distinct data streams. Similarly, Shuo 
Yang et al. [20] proposed a concept drift adaptation approach representing 
enhancement stage and weakly−supervised classifier. The authors performed 
comprehensive offline and online evaluation for several benchmarks’ dataset under 
different types of concept drift. The results demonstrated the applicability of 
adaptability and robustness of the proposed methods. 
 
Ilesanmi Michael et al. [21] presented adaptive ensemble framework for detecting 
zero−day attacks. Their framework integrated multiple base learners and 
everchanging weighting strategies, enabling real−time adaptation to evolving 
network threats. The results demonstrated potential adaptation of ensemble 
learning against emerging threats. Similarly, Gabriela Ahmadi-Assalemi et al. [22] 
presented anomalous detection model for industrial control system (ICS) derived 
from physical plant sensors. The authors proposed one−class classification and 
adaptive machine learning algorithms integrated with drift detection methods. 
Their results demonstrated high performance event for multiple anomalous 
instances. 
 
Abdul Sattar Palli et al. [23] presented Smart Adaptive Ensemble Model (SAEM) 
to address concept drift in multi−class streams of data. SAEM was used to assign 
higher weights to minority classes. The framework outperformed the approach 
across eight various data streams. The authors suggested the use of feature 
important estimation to advance the SAEM’s robustness. Aditya Shethiya et al. 
[24] presented framework for adaptive learning for dynamic, machine learning 
applications. It was used to explore architectural complexity, etc. The authors 
recommended refining methodologies for balancing adaptability with reliability. 
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Emanuel Pereira et al. [25] presented analysis on classical treatment examining the 
machine learning models across various datasets. Different concept drifts 
approaches were employed. The authors suggested the exploration of these 
methods integrated with deep learning when handling concept drift for dynamic 
networks. Osama Mahdi et al. [26] presented diversity of concept drift detection 
and comparatively analysis based on DMDDM, DMDDM−S, and others. Their 
results demonstrated the effectiveness of all four approaches withing their settings. 
 
3. RESEARCH METHODOLOGY 
 
This section presents the design and implementation of Adaptive−Delta ADWIN 
framework, covering data processing, adaptive drift mechanisms and evaluation 
etc. [27-29] integrated with a Bagging ensemble of Hoeffding Adaptive Tree. 
Hoeffding Adaptive Trees were selected due to their ability to incrementally learn 
from the data streams with limited memory and computational resources, making 
them particularly effective for real−time IDS. The framework enhances the 
standard ADWIN drift detector by dynamically tuning its sensitivity parameter 
(delta) using two complementary controllers: 
 

1) Volatility Controllers (VC) tracks the short−term fluctuations in 
prediction error using exponential moving average (EMA) and adjusts 
delta in log−space, and Alert−Rate Controller (ARC) which regulates the 
frequency of drift alarms by maintaining a target alarm rate. 

2) Both controllers introduce minimal computational overhead as they rely 
only on EMA calculations and log−space updates. Hyperparameters 
(Table 4) were tuned based on preliminary experiments using 
CICIDS2017 data. The integration of VC and ARC ensures that sensitivity 
adjustments are context−aware, balancing responsiveness with stability. 

 
3.1 Dataset and Preprocessing 
 
In this study, the experimental evaluation utilizes the pre−processed network 
traffic dataset Combined_preprocessed.csv derived from CICIDS2017 [30]. The 
dataset contains labeled instances of benign and attack traffic, originally mapped 
as integers (0 = ‘BENIGN’, 1 = ‘ATTACK’). For compatibility with the 
framework, the labels are converted to string classes (“BENIGN”, “ATTACK”). 
To avoid degenerate splits in tree−based learners, constant−valued features are 
removed. No additional balancing or resampling is applied; instead, the framework 
monitors false positive (FP) and false negative (FN) rates over a rolling window to 
account for the effects of class imbalance [31, 32]. 
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3.2 Base Learners and Ensemble Structure 
 
In our study, both baseline and proposed models employ Bagging ensembles of 
Hoeffding Adaptive Trees, which are well−suited for streaming data due to their 
ability to incrementally update with each incoming sample [33-35]. Ensembles 
consist of multiple trees with different random seeds to enhance robustness. Each 
tree adapts to evolving distributions using standard Hoeffding tree mechanisms, 
while ensembles aggregate predictions to improve overall accuracy and stability. 
Given an ensemble of M base learners {ℎ!, ℎ!, … . , ℎ"}	the final ensemble 
prediction 𝑦+ for an input sample x is determined via majority voting [36, 37]:  
 

ŷ = arg max
c ∈C

∑ 1(hm(x)=C)M
m=1    (1) 

 
C denotes the set of possible classes and 1 (∙) represents the indicator function. 
This formulation ensures that the ensemble prediction reflects the consensus of 
individual trees, thereby reducing variance and enhancing robustness in the 
presence of concept drift. 

 
3.3 Adaptive−Delta ADWIN 
 
In our study, the proposed Adaptive−Delta ADWIN enhances the standard 
ADWIN drift detector [38, 39] by dynamically tune its sensitivity parameter (delta) 
using two controllers:  
 
3.3.1 Volatility Controller (VC) 
 
VC adjusts the delta based on exponential moving average (EMA) [40] of 
prediction error volatility, capturing short−term fluctuations in model 
performance. When volatility exceeds a certain threshold, delta is increased 
logarithmically to reduce sensitivity, preventing excessive alarms [41]. Conversely, 
low volatility decreases delta, increasing sensitivity for timely drift detection [42]. 
Let 𝑒$ ∈ {0,1} denote the baseline model’s error at time t (1 = misclassification), 
let 𝑚$ represent the EMA of the error. 
 

mt=(1- α)mt-1+ αet,       α ∈(0,1]    (2) 
 
Equation 2 defines the volatility as the EMA of absolute deviations from the error 
EMA: 
 

vt=(1-β) vt-1+ β|et- mt|,     β∈(0,1]   (3) 
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Let ℓ$ = log 𝛿$  denotes the log−sensitivity – delta and 𝑣∗ the target volatility. VC 
updates the ℓ$ in log−space (addictive control) with gain k > 0. 
 

l>t+1= lt+k (v*- vt)     (4) 
 
3.3.2 Alert−Rate Controller (ARC) 

 
The ARC regulates the recent drift alarm rate (ρ) to maintain operational stability 
[43]. If the alarm rate exceeds a predefined target, the controller relaxes 𝛿 to 
prevent excessive resets. Conversely, if the alarm rate falls below half the target 
while prediction errors are increasing, 𝛿 is tightened to enable more prompt 
detection of emerging drift [44]. This dual−control mechanism ensures a balance 
between timely adaptation and system stability. Formally, let 𝐴$ ∈ {0,1} indicate 
whether ADWIN signaled a drift at time t. Over a sliding window of size W, the 
recent alarm rate is estimated as: 
 

ρt= 1
max (1, Nt) 

∑ At
t
i=t-Nt+1 ,     Nt=min⁡(t, W)  (5) 

 
Given such that target 𝜌∗ and multiplicative step sizes u > 1 (relax) and d > 1 
(tighten), ARC modifies ℓB$&! as: 
 

lt+1= C

l>t+1+ ln u ,  if ρt> ρ*

l>t+1- ln d ,   if ρt< 1
2

 ρ* and mt> mt, LDDDDD,
l>t+1,     otherwise

E  (6) 

 
Where 	𝑚$,(DDDDDD =  !

(
∑ 𝑚)
$
)*$+(&!  is a short recent mean of the error EMA used as a 

rising error condition. 
 
Together, VC and ARC maintain a balance between sensitivity and stability by 
continuously tuning delta at runtime. 
 

3.4 Fixed−Delta Comparator 
 

For comparison, a fixed, ultra−sensitive delta ADWIN detector is evaluated 
alongside the adaptive baseline [45]. This comparator illustrates the effects of 
excessive sensitivity, as it cannot adjust to traffic volatility and typically generates 
frequent alarms. 
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3.5 Evaluation Strategy 
 
In this study, the evaluation follows a prequential (test−then−train) strategy: in 
which each incoming sample is first used for prediction and then incorporated into 
the model for updating. The evaluation metrics employed include [46-48]: 
 

Table 1. Evaluation Metrics for Streaming IDS 
Metric Definition / Computation Purpose 
Accuracy Correct predictions over all 

samples 
Over performance 
detection 

False Positive Rate 
(FPR) 

FP / (FP + TN) over rolling 
window 10 000 samples 

Quantifies rate of benign 
samples incorrectly flagged 
as attacks 

EMA of Errors & 
Volatility 

Exponential moving average of 
prediction errors and volatility 

Input to adaptive 
controllers (VC and ARC) 

False Negative Rate 
(FNR) 

FN / (FN + TP) over rolling 
window (1000 samples) 

Quantified rate of attacks 
missed by the detector 

Delta Evolution Log 10(𝛿) tracked over time Captures adaptive tuning 
behavior 

Drif Alarm Rate 
𝜌(𝑡) 

Ratio of alarms within 
10 000−samples sliding window 

Stability and sensitivity of 
the drift detector 

Confusion Matrix Tabular summary of TP, FP, 
TN, FN 

Overview of performance 
detection 

Debug Window 
Logging 

Detailed logging for samples 
95 000 – 105 000, exported to 
CSV (errors, EMA, volatility, 𝛿, 
alarms 

A close inspection of 
controller behavior during 
the critical transitions 

 

 
3.6 Framework Architecture and Operation 
 
This section presents the operational flow of the proposed Adaptive−Delta 
ADWIN framework, illustrating how streaming data, ensemble models, and 
adaptive controllers interact within a closed−loop architecture to achieve a 
balanced trade−off between sensitivity and stability in drift detection [49, 50]. 
 
1) Framework Architecture 
 

As shown in Figure 1, the proposed framework operates in a sequential cycle 
aligned with the streaming data arrival. Each ensemble model generates a 
prediction for the current instance, after which the baseline computes the binary 
error assigning a value of 0 for correct predictions and 1 for incorrect ones. This 
error signal is smoothed using the Exponential Moving Average (EMA), while a 
parallel volatility EMA is maintained to capture short−term fluctuations. These 
smoothed values serve as the inputs to the Volatility Controller (VC) and 
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Alert−Rate Controller (ARC), which together adjust the sensitivity parameter (𝛿) 
in ADWIN. With updated delta, ADWIN evaluates the error stream and, upon 
detecting significant distributional change, triggers a reset of the baseline ensemble. 
Both the baseline and fixed−delta comparator ensembles are incrementally 
updated with the current sample to maintain adaptation. Throughout this process, 
key operational metrics – including rolling false positive and false negative rates, 
accuracy, 𝛿 evolution, and alarm rate − are continuously logged. 

 
 
 
2) Framework Flow Operation 
 
The framework flow operation (Figure 2) of the Adaptive−Delta ADWIN begins 
with streaming data entering an ensemble of base learners, which generate 
predictions. The predictions are continuously monitored, and the resulting errors 
are smoothed using an EMA to produce a stable error signal. This signal is fed into 
two adaptive controllers: Volatility Controller, which adjusts sensitivity based on 
error fluctuations, and the Alert−Rate Controller, which regulates the frequency 
of drift alarms to prevent excessive false positives. Together, the controllers update 

Figure 1. Adaptive-Delta ADWIN Framework Architecture 
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ADWIN’s delta parameter in log space maintaining a dynamic balance between 
sensitivity and stability. The ADWIN then performs drift detection with the tuned 
delta, and upon detecting drift, the ensemble learners are reset or updated. 
Throughout this closed−loop process, performance metrics − including accuracy, 
false positives, false negatives, alarm rates, and delta evolution − are logged, 
enabling robust adaptation to evolving data streams while mitigating 
noise−sensitive overreactions. 

 
Figure 2. Adaptive-Delta ADWIN Flow Operation 

 
3) Design Rationale 
 
In this study, the Adaptive−Delta ADWIN framework was designed to address 
the inherent trade-off between detection sensitivity and stability in the streaming 
intrusion detection [51]. A fixed delta value in conventional ADWIN often results 
in one of two extremes: high sensitivity with excessive false alarms, or high stability 
at the cost of delayed drift detection. To address this limitation, two 
complementary controllers were introduced and implemented: 
 
a) Volatility Controller (VC): 

1. Motivation: Prediction errors in streaming IDS exhibit varying levels of 
uncertainty depending on traffic patterns and drift characteristics. 

2. Design choice: By monitoring the error distribution using an EMA and 
estimating its volatility, the VC dynamically tunes delta upward in stable 
regions to suppress the false alarms and downward during volatile phases 
to enhance responsiveness. 
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b) Alarm−Rate Controller (ARC): 
1. Motivation: Volatility−aware delta adjustments may overshoot, resulting 

in bursts of alarms that can overwhelm the system. 
2. Design Choice: The ARC regulates the frequency of alarms by maintaining 

a target rate, relaxing sensitivity when alarms become too frequent and 
tightening it when alarms are scarce, but errors increase. 

 
Together, VC and ARC achieve a balanced mechanism: the VC ensures the 
adaptivity to data dynamics, while the ARC maintains operational stability, this 
combination renders the framework lightweight, robust, and suitable for 
deployment in real−time IDS environments [52-54]. 
 

Algorithm 1: Adaptive−Delta ADWIN with Volatility and Alarm−Rate Controllers 
Input:    Stream D (x!, y!) 
Initial delta δ", bounds [δ#$%, δ#&'] 
Parameters: α (error EMA rate), β (volatility EMA rate), v!&()*! 
Output: Adaptive−Delta ADWIN detector with dynamically tuned δ! 
Procedure: 1. Initialize error EMA E← 0, volatility EMA V ← 0 
                  2. Set log δ ← log (δ") 
                  3. For each sample of (x!, y!) 
                     3.1 Predict label y!-  using ensemble classifier 
                     3.2 Compute error: e! ←1 if y!-  ≠ y!, else 0 
                     3.3  Update error EMA: E ← (1−α)E + αe! 
                     3.4  Update volatility EMA V ← (1−β)V +  β|e! − E| 
                     3.5 Volatility Controller (VC) 
                             log δ ← clip (log δ + k (v!&()*! − V), log δ#$%, log δ#&'] 
                     3.6 Update ADWIN with E; detect the drift if triggered 
                     3.7 Alert−Rate Controller (ARC): 
                        Track recent alarms, compute ρ! 
                        If ρ! > ρ!&()*!: relax sensitivity → log δ ← log δ + log u 
                       Else if ρ! < 0.5ρ!&()*! and E rising: tighten sensitivity → log δ − log d 
                     3.8 If drift−detected: reset ensemble classifier 
                     3.9 Train ensemble on (x!, y!) 
                 4. End 
 

 
4. RESULTS AND DISCUSSION 

 
4.1. Experimental Setup 

 
This section presents the experimental setup, detailing the dataset, hardware and 
software environment, model configurations for both baseline and proposed 
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frameworks, general experimental parameters, and the debug logging strategy 
employed to evaluate the Adaptive-Delta ADWIN framework [28, 55-57]. 
 
1) Dataset 
 
The employed dataset Combined_preprocessed.csv contains 1,220,887 sequential 
samples (≈80% benign, 20% attack), and is well−suited for streaming IDS 
evaluation due to the following factors: 

a) Streaming suitability: The flows are time−ordered, enabling the 
prequential evaluation. 

b) Concept drift presence: Multiple attack types are interleaved with benign 
traffic, producing natural distribution shifts. 

c) Benchmark recognition: As the dataset is derived from CICIDS2017 
[58], it ensures comparability with prior IDS studies. 

 
Table 2. Hardware and Software Environment 

Component Specification 
CPU Intel Core i7, 3.2 GHz (8 cores) 

Memory (RAM) 16 GB 
O/S Ubuntu 22.04 

Programming software Python 3.11 
Frameworks River (streaming ML), NumPy, Pandas, Matplotlib 

 
2) Baseline Models and Proposed Framework Configuration 
 
Two model configurations were evaluated under identical conditions: 

a) Baseline (Fixed−Delta) – Bagging ensemble of Hoeffding Adaptive 
Tree classifiers coupled with ADWIN using a fixed, ultra−sensitive 
delta. This configuration serves as a reference point to assess the 
impact of excessive sensitivity [59, 60]. 

b) Proposed (Adaptive−Delta) – The same ensemble integrated with 
Adaptive−Delta ADWIN, where delta is dynamically adjusted through 
the Volatility Controller (VC) and Alert-Rate Controller (ARC) to 
balance the sensitivity and stability. 

 
3) General Experiment Parameters 
 
Table 3 present general experiment setup, consist of aspect and configuration. 
 

Table 3. General Experiment Setup 
Aspect Configuration 

Rolling Window (FP/FN) 1,000 samples 
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Aspect Configuration 
Alarm Rate Window 10,000 samples 
Refractory Period 1,000 samples (ignoring alarms immediately after drift) 
Debug Window 95,000–105,000 samples; logged to CSV 
Logging Frequency Key metrics recorded every 5,000 samples 
Visualizations Accuracy trends, EMA error and volatility, log−delta 

evolution, alarm rate, and rolling FP/FN rates 
Logging Frequency Accuracy, alarms, delta, error, volatility logged per sample 
Visualizations Accuracy over time, error EMA, delta evolution, alarm 

rate, and FP/FN rates 
 
4) Parameter Selection 
 
For reproducibility, the controller parameters were fixed as shown in Table 4. 
These values were selected based on prior drift detection studies and preliminary 
testing with the CICIDS2017 dataset. Both controllers (VC and ARC) introduce 
negligible computational overhead, as they rely on lightweight EMA and 
log−space updates. 
 

Table 4. Controller Parameter Configuration 
Parameter Value Description 

Initial delta (𝛿,_init) 1 ×	10+," Sensitivity starting of ADWIN detector 
Smoothing Volatility (𝛽) 0.02 EMA factor for volatility of predictions errors 
Target alarms rate (𝜌-./01- 0.0008 Desired drift alarm rate per sample 
Relax / Tighten factors 1.5 / 1.5 Multiplicative adjustment of delta in ARC 
Volatility gain (k) 3.0 Log−space gain factor for VC updates 

 

 
4.2. Experiment Performance 

 
In our study, the evaluation focuses on five key dimensions that capture both 
predictive performance and drift detection behavior: (1) accuracy over time, (2) 
evolution of delta and volatility, (3) alarm rate regulation, (4) rolling false 
positive/false negative rates, and (5) the overall sensitivity−stability tradeoff. 
Together, these metrics provide a holistic view of how the proposed 
Adaptive−Delta ADWIN framework compares with the fixed−delta baseline 
under streaming IDS conditions.  
 
This section presents the results of the Adaptive−Delta ADWIN framework 
evaluated against the fixed−delta comparator using prequential streaming 
evaluation. The comparative results are summarized in figures, which illustrate the 
key performance indicators over the full dataset. 
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1) Accuracy over Time 
 
As shown in Figure 3, Adaptive−Delta baseline (blue line) maintains a stable 
accuracy approximately 80% − 82% throughout the stream, effectively avoiding 
oscillations despite the drift events. In contrast, the Fixed−Delta comparator 
(orange line) initially exhibits a rapid rise in accuracy but suffers from instability, 
with excessive resets that degrade long−term reliability. These results demonstrate 
that the adaptive sensitivity mitigates overreaction to noise and sustains consistent 
predictive performance. 
 

 
Figure 3. Baseline & Fixed−Delta Accuracy 

 
2) EMA Error and Volatility 
 
Figure 4 illustrates the EMA of prediction errors alongside the corresponding 
volatility EMA. These signals serve as inputs to the Volatility Controller (VC) in 
the adaptive baseline. Volatility spikes, which correspond to short−term traffic 
fluctuations, trigger adjustments in the delta parameter. This mechanism stabilizes 
the detector by relaxing sensitivity during noisy phases and tightening it when 
errors accumulate, thereby maintaining a balance between responsiveness and 
stability. 
 

 
Figure 4. EMA of Errors 

 
3) Adaptive Delta Evolution 
 
Figure 5 illustrates the panel plots of log!,(𝛿(𝑡)). In the experiment, delta values 
evolve dynamically within the configured bounds of 1	 × 10+!- to 1	 × 10+., 
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adjusting in the real time. Sharp decreases in delta indicate tightened sensitivity in 
response to rising prediction errors, whereas increases reflect relaxed sensitivity 
during stable phases. This adaptive modulation helps prevent both missed drifts 
events and alarm flooding. 
 

 
Figure 5. log10 of delta(t) 

 

4) Drift Alarm Rate Regulation 
 
Figure 6 illustrates the recent alarm rate (ρ) computed over a 10,000−sample 
window. The adaptive framework remains close to the target (≈8 alarms per 10,000 
samples). Notably, the alarm rate remains stable despite traffic variability, 
confirming the effectiveness of the Alert−Rate Controller (ARC) in preventing 
excessive alarms while ensuring timely drift detection. 
 

 
Figure 6. recent alarm rate (ρ) over 10,000−sample window 

 
5) Rolling FP/FN Rates 
 
Figure 7 illustrates the rolling False Positive (FP) and False Negative (FN) rates 
with a window size of 1,000 samples. The adaptive baseline significantly reduces 
the false positives as compared to the fixed−delta detector, which exhibits 
persistently high FP spikes. False negatives remain controlled indicating that 
stability is achieved without compromising the detection sensitivity. 
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Figure 7. False Positive (FP) and False Negative (FN) 

 
4.3. Discussion 
 
In this study, the results highlight a fundamental trade−off: the fixed−delta 
detection achieve rapid adaptation but sacrifice stability, generating higher error 
rates and frequent misclassifications, while the Adaptive−Delta ADWIN 
framework balances the sensitivity with robustness. The VC dynamically adjusts 
delta in response to error fluctuations, ensuring responsiveness during periods of 
high volatility, whereas the Alert−Rate Controller stabilizes drift detection by 
preventing alarm overload. Together, these mechanisms improve reliability in 
streaming environment, demonstrating that the adaptive tuning provides a 
practical compromise between timely drift detection and operational stability in 
IDS. 
 

Adaptive delta tuning effectively addresses the sensitivity−stability trade−off in 
drift detection. By adjusting to volatility in error trends, the framework avoids 
overreacting to transient noise while remaining responsive to genuine 
distributional shifts. This approach reduces false alarm rates without 
compromising detection capability in non−stationary streaming environments  
[61]. 
 
The VC and ARC controllers enhance stability by making drift detection 
context−aware and regulating alarm frequency, resulting in a more reliable 
detection process. However, they introduce additional hyperparameters and may 
slightly delay responses to sudden, high−magnitude drifts [62]. In real−time IDS 
deployment, the Adaptive−Delta ADWIN framework reduces costly false 
positives, ensures timely detection of genuine attacks, and maintains a stable alarm 
rate. Its lightweight design further makes it well−suited for continuous streaming 
environments [63]. 
 
In this study, compared to fixed−parameter detectors such as ADWIN, DDM, 
and EDDM, the proposed framework introduces adaptivity by dynamically tuning 
sensitivity to data dynamics. Unlike the ensemble−level strategies that rely on the 
model replacement or complex weighting strategies, it operates directly at the 
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detector level making it lightweight, computationally efficient, and easily integrable 
with existing stream−learning ensembles [39]. 
 
5. CONCLUSION AND FUTURE WORK 
 
This study introduced the Adaptive-Delta ADWIN framework, a novel approach 
designed to enhance streaming intrusion detection systems (IDS) by effectively 
managing the long-standing trade-off between drift detection sensitivity and 
operational stability. Traditional methods often struggle to remain both agile in 
identifying concept drift and stable enough to prevent excessive false alarms. The 
Adaptive-Delta ADWIN framework addresses this by integrating two core 
components: the Volatility Controller, which dynamically adjusts sensitivity based 
on real-time prediction uncertainty, and the Alert-Rate Controller, which 
modulates the frequency of alarms to maintain operational calm. Through 
extensive experimentation, the framework demonstrated a significant 
improvement in robustness compared to a fixed-delta ADWIN baseline. Notably, 
it achieved a reduction in false alarms by over 25%, while still maintaining a 
consistent detection accuracy in the range of 80–82%. This balance ensures that 
the system remains both responsive to changes in network behavior and reliable 
in maintaining performance under variable conditions. 
 
From a practical standpoint, the proposed Adaptive-Delta ADWIN framework 
delivers tangible benefits for real-world IDS deployment, especially in enterprise 
or critical infrastructure settings. First, it effectively reduces false positives, which 
translates into lower operational costs—minimizing the need for unnecessary 
manual investigations or disruptive system resets. This improvement alone can 
significantly enhance the day-to-day efficiency of security operations teams. 
Additionally, the framework is designed with computational lightness in mind, 
ensuring that it can be integrated seamlessly into existing IDS setups without 
requiring expensive hardware upgrades or resource-intensive processing power. 
This makes it an accessible and scalable solution for organizations of all sizes. 
Moreover, its ability to adapt in real time to shifting network traffic patterns and 
emerging threats ensures continued resilience, even during abrupt changes or 
under high-volume attacks, which are increasingly common in today’s threat 
landscape. 
 
Looking ahead, there are several compelling avenues for future exploration and 
refinement of the Adaptive-Delta ADWIN framework. One promising direction 
involves expanding the approach to support unsupervised or semi-supervised drift 
detection, enabling the system to function effectively even when labeled training 
data is limited or unavailable—a common scenario in real-world environments. 
Another area for development is the real-time categorization of detected attacks, 
allowing the IDS not only to identify that a drift has occurred but also to provide 
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contextual threat intelligence that security teams can act on immediately. 
Additionally, integrating a real-time visualization dashboard would empower 
analysts by offering intuitive, interpretable insights into the system's behavior, alert 
patterns, and performance trends, ultimately improving decision-making and trust 
in the system. Finally, research into ensemble optimization techniques, such as 
dynamic base-learner selection, adaptive weighting, or model pruning, could 
further enhance the framework’s performance under sustained or recurring 
concept drift, pushing the boundaries of what modern IDS can achieve. 
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